INTRODUCTION
With the tremendous development in internet technology in the last few years now it is a real challenge for the sender to send confidential data from one computer to another computer. There is no guarantee that between the sender and the receiver there is no one intercepting those confidential data especially if the data is not encrypted or properly protected. The security or the originality of data has now become a very important issue in data communication network. One cannot send any confidential or important message in raw form from one computer to another computer as any hacker can intercept that confidential message or important message. Sending question papers or sending bank statement is now a common practice over the mail. But this method is not fully secured as anybody can intercept the data from internet and misuse it. Nowadays it is not at all difficult for a hacker to intercept an e-mail and retrieve the confidential data especially if it is not encrypted. There are many sectors such as Banking, E-business, E-commerce, Railway or Air Reservation system where the data should not be tampered or intercepted by an unauthorized person. Any confidential data must be protected from any unwanted intruder to avoid any disaster. The disaster may happen if a sales manager of a company is sending some crucial data related to the sales of the company to his Managing Director over the e-mail and some intruder intercepts that data from the internet and passes it on to some other rival company. This type of disaster may happen when the data is moving from one computer to other computer in an unprotected manner. To overcome this problem one has to send the encrypted text or cipher text from client to server or to another client. To protect any kind of hacking problems nowadays network security and cryptography is an emerging research area where the programmers are trying to develop some strong encryption algorithm so that no intruder can intercept the encrypted message. This methods are called classical cryptographic algorithm and those methods can be divided into two categories: (i) symmetric key cryptography where one key is used for both encryption and decryption purpose. (ii) Public key cryptography where two different keys are used one for encryption and the other for decryption purpose. The merit of symmetric key cryptography is that the key management is very simple as one key is used for both encryption as well as for decryption purpose. In symmetric key algorithm the key is called secret key and it should be known to sender and receiver both and no one else. In public key cryptography there are two keys used one key is called public key which is used only for encryption purpose and the other is called private key which is used only for decryption purpose. The public key is not secret and it can be shared by anybody but the decryption key should be kept by the receiver only and by no one else. The public key methods have both merits as well as demerits. The problem of Public key cryptosystem is that one has to do massive computation for encrypting any plain text. Moreover in some public key cryptography the size of encrypted message may increase. Due to massive computation the public key crypto system may not be suitable in a case like sensor networks. So the security problem in sensor node is a real problem. In the present work we are proposing a symmetric key method called BLES method which can be applied in sensor network, mobile network, ATM network.
The present method uses bit exchange and byte exchange methods with complements and xor operation. The key element is the bit exchange depending on the randomized matrix which is generated every time and each one is unique. With different levels of extractions such as 2 bytes, 8bytes, 32 bytes and 128 bytes, the data finally gets shuffled to such an extent that without knowing the process and key, it would be impossible to decrypt. We have implemented the bit-wise exchange method as follows:
Firstly, we begin with initial transformation where the data is broken down to its corresponding bits and are then xored and complemented. These bits are stored in a reverse manner into a new file and this new file is now worked with.
Secondly, randomization number and encryption number is calculated.
Thirdly, first 2 bytes of data is extracted till the end of the file is read and is worked with, then 8 bytes, then 32 bytes and then 128 bytes. This process is executed till encryption number is reached.
The multiple encryptions make our system very secure.
ALGORITHM OF BLES VERSION-I
The present method is fully dependent on the text-key which is any string of maximum length 16 characters long. From the text-key we calculate two important parameters (i) Randomization number and (ii) Encryption number. To calculate this two parameters we use the method developed by Nath et al(1). We are giving below how we calculate the above two parameters and then the algorithm of BLES:
A. To calculate randomization number and encryption number:
The bit-manipulation may be applied multiple times to make the encryption process hard. The number of times the bitmanipulation will be repeated to be calculated from user entered text-key. The algorithm to calculate different parameters will be almost same as the method described in MSA algorithm by Nath et. al.
Suppose the user entered a key="ABCD" Therefore the length of the key=4
Step-1: Now calculate a sum from the given text key as follows:
Sum= base postion * ASCII value of character Here for ASCII code of A=65, B=66, C=67, D=68 Base=5 Therefore s1=5 1 * 65 + 5 2 * 66 + 5 3 * 67 + 5 4 * 68=325+1650+8375+42500 =51365 (i) To calculate randomization number we proceed as follows: Calculate again sum of the digits in s1 as s2=5+1+3+6+5=20
Find the modulo with s1 to obtain randomization number:
Nrand=s1 % s2=51365 % 20= 5 If nrand=0 or nrand>32 then set nrand=32.
(ii) To calculate encryption number we proceed as follows:
Calculate a sum as follows: 
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Step-2: Open output1 in output mode
Step-3: Read one byte from plain_text_file
Step-4: Convert the byte into 8 bits
Step-5: Reverse all bits
Step-6: Take 1-s complement of all 8-bits
Step-7: Perform XOR operations among the bits as follows:
Step-7.1: Compute Bit-1 xor Bit-8 and substitute the new bit in bit-8 position.
Step-7.2: Compute Bit-2 xor Bit-7 and substitute the new bit in bit-7 position.
Step-7.3: Compute Bit-3 xor Bit-6 and substitute the new bit in bit-6 position.
Step-7.4: Compute Bit-4 xor Bit-5 and substitute the new bit in bit-8 position. Step-8 : Convert 8 bits to corresponding byte and write to output1 file.
Step-9: Read next byte from the same input file and repeat step-4 to step-8.
Step-10 : Repeat Step-9 till the end of file.
Step-11 : Close output1 file The entire process above can be repeated n number of times depending on the value generated by the keygen function.
Decryption Algorithm
The functions used in Decryption The above functions have been described in out encryption module. The only difference is that decryption methods will work in reverse order of the encryption process. It means the last operation in encryption process should be the first operation in decryption process. Functions 7 to 12 are described in MSA algorithm.
RANDOMIXZATION OF MATRIX USING MEHEBOOB, SAIMA & ASOKE(MSA) RANDOMIZATION METHOD
We first create a square matrix of size n x n where n can be 4, 8, 16 and 32. First we store numbers 0 to (n*n-1). We apply the following randomization techniques to create a random key matrix. The detail description of randomization methods is given by Nath et.al [1] .
The following Randomization methods were applied on initial key matrix to obtain a randomized key matrix:
Step 7  13  24  30  37  42  48  58  67  78  87  96  104  111  119  127  132  142  147  158  167  173  178  185  191  196  205  215  221  231  239  248 28  36  50  61  68  73  79  88  94  106  111  118  124  135  142  149  162  173  181  189  194  201  207  214  221  229  237  247 5  12  18  24  31  39  52  59  64  73  79  86  93  99  107  122  134  147  152  163  174  181  187  196  205  213  219  225  232  238  246 
CONCLUSION AND FUTURE SCOPE
The maximum randomization number we have used is 500 and encryption number 32. The encrypted text cannot be decrypted without knowing the exact initial random matrix. The size of random matrices is 4x4, 8x8, 16x16, 32x32. The numbers may be arranged in 16! Ways in 4x4 matrix. The numbers in 8x8 matrix may be arranged in 64! Ways. The numbers in 16x16 may be arranged in 256! Ways. The numbers in 32x32 may be arranged in 1024! ways. To complete the whole process we choose any of the random matrix to perform bit exchange method and there is no similarity between any two matrices and even if there is then it is very hard to find out the similar ones. The spectral analysis shows that our present method is free from standard cryptography attacks namely brute force attack, known plain text attack and differential attack. The present method will be most effective to encrypt short message such as SMS in mobile phone, password encryption and any type of confidential message. If the file size is large then the present method will take more time to encrypt. So therefore BLES may be used in defence systems, Banking systems, Sensor networks, Mobile computing etc. BLES may be further upgraded by introducing generalized modified vernam cipher method with feedback introduced by Nath et al [7, 8] .
